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The technology market is currently flooded with 
promises heralding the infinite capabilities of 
artificial intelligence. Financial sector players face 
immense pressure to adapt these innovations. On 
the surface, the task appears straightforward, as 
access to generative models is available to anyone 
through a simple subscription. The reality from the 
software engineering trenches paints an entirely 
different picture. Grafting a boxed language model 
onto a monolithic banking core system that has been 
operating for decades is absolutely no plug-and-
play task. We confront a series of strict engineering, 
architectural, and cybersecurity challenges, where the 
stakes involve protecting the entire institutional data 
wealth and ensuring continuous operation.

Draconian regulations frame the operations of financial 
institutions. The data protection requirements of 
the GDPR, the DORA regulation enforcing digital 
operational resilience, and the European Union’s 
newly adopted AI Act set definitive boundaries. No 
bank can afford to entrust its internal processes or its 
clients’ financial data to opaque, third-party black-box 
systems. 

At Zenitech, we clearly see that successful 
implementation demands custom development, 
deep system integration knowledge, and a thorough 
understanding of the existing infrastructure. The 
challenge lies in safely, scalably, and legally embedding 
the latest algorithms into the existing IT ecosystem.

Introduction
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Applying artificial intelligence in financial services 
goes far beyond the level of chatbots that provide 
boilerplate answers and cause frustration. A 
striking shift is evident in fraud detection, where 
traditional defence based on static rule sets has 
become obsolete. Modern criminal networks 
move capital across countless accounts in seconds. 
The frontline of defence today consists of graph 
neural networks. These architectures interpret 
transactions as nodes in a vast, constantly changing 
network rather than isolated events. They identify 
hidden patterns, suspicious money movement 
routes, and anomalies indicating money laundering 
in real time, long before a transaction concludes.

A similar paradigm shift is observable in customer 
service and financial advisory. Clients now expect 
the hyper-personalisation accustomed to on 
streaming platforms from their banks. Systems built 
on Retrieval-Augmented Generation technology 
represent a massive leap forward in this field. 
These solutions generate real-time, highly accurate 
analyses relying on the financial institution’s closed, 
audited knowledge base and the specific client’s 
unique transaction history. Such a system can make 
immediate investment recommendations based on 
market movements and the client’s risk appetite, 
whilst guaranteeing the absence of fabricated 
information, as it extracts answers exclusively from 
bank-approved documents.

Regulatory compliance traditionally constitutes 
the most resource-intensive department within 
banks. Legislation changes constantly, and 
internal policies often form thousands of pages 
of convoluted documents. Zenitech’s proprietary 
artificial intelligence platform, AskGenie, reshapes 
this complex problem from the ground up. The 

Expanding AI applications from fraud 
prevention to credit scoring
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platform processes and interprets newly emerging 
or even draft regulatory mandates. During this 
process, AskGenie compares the new legal text 
against the bank’s entire existing internal policy 
framework and product descriptions. The system 
automatically uncovers gaps and pinpoints exactly 
which product descriptions in the portfolio require 
modification to reflect the new expectations. 
The most valuable function of the platform is 
its ability to immediately generate the first draft 
of the necessary new internal policy or product 
prospectus based on the identified gaps, replacing 
weeks of manual legal analysis.

Data-driven decision-making has opened new 
dimensions in credit risk management. Machine 
learning models increasingly incorporate alternative 
data sources alongside classic banking data during 
creditworthiness assessments. Utility bill payment 
patterns, geolocation information, and even digital 
device usage habits serve as parameters that 
refine the risk profile. This methodology opens 
borrowing opportunities to social segments that 
would have previously failed traditional banking 
filters, whilst radically reducing the ratio of non-
performing loans on the bank’s side.



During the adaptation of advanced algorithms, 
development teams regularly hit the barrier 
of lacking transparency. A financial institution 
cannot reject a client’s loan application citing an 
inexplicable mathematical process. Authorities 
and consumer protection agencies demand crystal 
clear, auditable reasoning behind every automated 
decision. The architecture of our AskGenie 
platform provides a concrete engineering answer 
to this challenge. The system attaches a highly 
visual, interactive interface to every single finding, 
suggestion, or generated text. The user immediately 
sees the source of the conclusions; the platform 
highlights the specific internal policy elements, 
paragraphs, and sections the algorithm utilised 
when making the decision in a clear, colour-coded 
manner. This type of technological transparency 
ensures legal compliance and builds human trust 
in the systems.

Data security fundamentally dictates the 
infrastructural direction of a project. Using models 
accessible through public cloud services requires 
rigorous risk assessment for the most sensitive 
financial transaction data, and in many cases, it 
is strictly prohibited. As software developers, our 
task involves determining when functional needs 
can be met in isolated cloud environments fed 
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Tackling the technical burden of legacy code and 
AI regulations

with anonymised data, and when entirely closed 
solutions running on the bank’s own servers are 
necessary. Open-source models fine-tuned on 
the bank’s own unstructured data and run in an 
on-premise environment guarantee maximum 
data security, demanding immense computational 
capacity and highly specialised devops expertise 
from the operator in return.

The integration of legacy systems poses the 
greatest engineering trial. A significant portion of 
the global financial sector still runs on decades-
old, monolithic COBOL-based systems never 
designed to communicate in real time with 
asynchronous, microservices-based artificial 
intelligence endpoints. In Zenitech’s approach, 
a successful project depends on building robust 
middleware layers. We construct API gateways and 
data translation layers that function as protective 
shields. They defend vulnerable and inflexible 
core systems from the massive load generated by 
modern applications while providing a continuous, 
standardised data flow to the analytical algorithms.

Deploying an intelligent system is merely the 
beginning of the software lifecycle. Market 
dynamics, changing inflationary environments, or the 
emergence of new cyber threats inevitably degrade 
model accuracy over time. Zenitech recognised this 
process and became one of the first in the market to 
create its own artificial intelligence-based software 
development lifecycle. This methodology integrates 
automated checking and optimising algorithms 
from coding through testing to deployment. We 
now deliver the procedures and automated CI/CD 
processes we developed as a dedicated consultancy 
service to our partners, guaranteeing that 
implemented models operate just as precisely and 
free of bias years later as they did upon handover.



When formulating a technological strategy, every 
financial institution faces the classic dilemma of 
buying off-the-shelf software versus building a 
custom solution. Although the implementation time 
for boxed products is temptingly short, they harbour 
severe strategic risks in the long run. Vendor lock-
in applies exponentially in the era of cloud-based 
intelligence. If a bank builds its risk management or 
customer service on a third party’s closed algorithm, 
it completely loses control over the system’s core. 
The provider can unilaterally raise prices, alter the 
model’s operating parameters, or withdraw the 
product from the market at any time, causing an 
immediate operational crisis for the bank.

The issue of competitive advantage clarifies the 
justification for custom development. Standardised 
models available on the technology market offer 
the exact same knowledge and efficiency to 
every competitor. Gaining a market advantage is 
impossible with a tool that the neighbouring bank 

The strategic value of in-house AI 
development over third-party vendors

can adopt into its own system in seconds. The 
true, uncopyable intellectual property and genuine 
business value reside in models developed in-
house, trained on proprietary transaction data, and 
optimised for unique banking processes. These 
bespoke systems will become the banks’ most 
valuable invisible assets in the future, distinguishing 
successful institutions from the rest of the market.
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Designing resilient financial infrastructure for 
upcoming market shifts 
The integration of intelligent technologies in 
the financial sector has definitively exited the 
experimental phase. We will witness a radical 
restructuring of the market over the next five years. 
Financial institutions incapable of establishing their 
own internally fine-tuned and owned technological 
background will lose touch with modern customer 
needs. These institutions face a slow, gradual 
decline, eventually degrading into mere dumb 
pipes, invisible infrastructure providers behind the 
ecosystems of global tech giants.

The success of this technological leap hinges 
entirely on selecting the right professional partner. 
Zenitech possesses decades of experience in 
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developing the most complex, business-critical 
enterprise software. We deliver solutions that 
harness the latest technological advancements 
alongside guaranteeing maximum data security, 
seamless integration, and strict adherence 
to industry regulations. Establishing the right 
technological foundations has evolved from an 
internal IT matter into the absolute guarantee 
of corporate survival. It is worth examining the 
load-bearing capacity of the existing architecture 
without delay and planning the development path 
that turns future challenges into a distinct business 
advantage for the company.
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